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PhishEd Team: TULiPS Group
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Phishing is a very 
common issue faced by 
UK businesses

HMG Department for Digital, Culture, Media & Sport. Cyber 
Security Breaches Survey 2019. July 2019.
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Phishing Impacts

Proofpoint. State of the Phish 2019 Report. 
http://proofpoint.com/security-awareness



Phishing is hard for Users to 
detect!

Attackers will use a range of 
Techniques to ‘spoof’ emails, 
looking like genuine emails. 
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We focus on reporting

7
Althobaiti, K., Jenkins, A. D., & Vaniea, K. (2021). A Case Study of Phishing Incident Response in an Educational 
Organization. Proceedings of the ACM on Human-Computer Interaction, 5(CSCW2), 1-32.

Phisher Email Server
Web 

browser
Fake Login

Trash

External Web 
Servers

Local 
Configuration

FirewallTraining

ML

Support 
Teams

End UserFirewall

Report
Help Desk



8



9



PhishED

PROJECT GOALS

• Design of phishing advice templates

• Provide case studies for template 
usage based on user reporting 
behaviors

• Develop Outlook Plugin using 
Microsoft Graph API

• Focus groups – Design based 
• Lab studies 
• Longitudinal field study 

METHODS
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Redesign Templates 
for Auto Responses
Influenced by:

• Kelley, P. G., Bresee, J., Cranor, L. F., & Reeder, R. 
W. (2009, July). A" nutrition label" for privacy. 
In Proceedings of the 5th Symposium on Usable 
Privacy and Security (pp. 1-12).

• Althobaiti, K., Meng, N., & Vaniea, K. (2021, 
May). I don’t need an expert! Making URL 
phishing features human comprehensible. In 
Proceedings of the 2021 CHI Conference on 
Human Factors in Computing Systems (pp. 1-
17).

• Zeyu Zhang, "Designing an Autoresponder for 
Phishing Email Reports", Masters Thesis, 
University of Edinurgh, 2021



THANK YOU & 
QUESTIONS?

ADAM.JENKINS@ED.AC.UK

HTTPS://GROUPS.INF.ED.AC.UK/TULIPS/

https://groups.inf.ed.ac.uk/tulips/

